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SECTION 1

GENERAL TERMS OF CONDITIONS
1. General Information for Bidders
The National Credit Regulator (NCR) was established in terms of Section 12 (1) of the National Credit
Act (Act 34 of 2005) and came into being on 1 June 2006.
The NCR will determine which bidding organisation (“bid participant”), if any, is appointed in
response to this request for submission as stipulated in section 2 of this document.
1.1.

General Terms

This tender is issued in terms of the Public Finance Management Act 1 of 1999 (PFMA), the
Preferential Procurement Policy Framework Act 5 of 2000 (PPPFA), the Preferential Procurement
Regulations, 2017 (PPR), Supply Chain Management Regulations issued by the National Treasury
and BBBEE Act.
Parties that wish to submit proposals are required to indicate that they are willing to accept the
General Conditions and Procedures of the NCR (see Section 4 below and Annexure B.1). Please
read this document carefully prior to submitting your proposal.
1.2.
1.2.1.

The Proposal Format
Economy of proposal preparation

The proposal should be prepared simply and economically, providing a straightforward and concise
description of the bid participant’s ability to meet the requirements of the proposal request.
Clear factual responses are required. The content of the proposals shall determine the merit of
each participant, not brochures or other marketing material. To facilitate the review of proposals,
participants are required to organise their responses according to the format presented below.
Should a participant wish to provide additional information, that information should be referred to,
and provided for, in a file of Annexures.
1.2.2.

Validity of proposals

The proposals must include a statement as to the period for which the proposal remains valid. The
proposal must be valid for at least ninety (90) days from the due date for the submission of all bids.
Refer to the quarters in the terms of reference (TOR).
1.2.3.

Number of proposals

Each bid participant must provide three (3) hard copies and 1 CD/Stick of their entire proposal,
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including all the documentation referred to in 4 below, in the format specified in that section. All
submitted proposals will become the property of the NCR, and will not be returned. Receipt of all
proposals will be recorded in a register at the point of receipt. One copy of the proposal must be
signed and dated in black ink by the bidder or authorized representative of the bidder and initialled
on each page.
2. Submission of proposals
2.1.

Proposals must reach the offices of the NCR before 11:00 on 11 October 2021,
@11H00am and must be enclosed in a sealed envelope which must be clearly
labelled/addressed on the outside:
(a) RFP No: NCR 785.09.2021
(b) TERMS OF REFERENCE for REQUEST PROPOSALS FROM PROSPECTIVE
SERVICE

PROVIDERS

FOR

THE

PROVISION

OF

ICT

SKILLS

&

RESOURCES, TO PROVIDE EFFECTIVE & EFFICIENT SUPPORT SERVICES
TO ALL ITS USERS AND ADEQUATE MAINTENANCE OF THE ICT
ENVIRONMENT FOR A PERIOD OF 60 MONTHS.
(c) CLOSING DATE: 11 October 2021 AT 11H00 SHARP
2.2.

Proposals are to be submitted in the marked tender box, in the reception area, National
th

Credit Regulator, 127-15 Road, Randjiespark, Halfway House, Midrand. The tender box
will only be available for the depositing of proposals between 08h00 and 16h30 on
weekdays (excluding public holidays).
2.3.

Please note that this RFP closes punctually at 11h00 on 11 October 2021. No late
submissions will be considered under any circumstances.

2.4. All the documentation referred to in Section 4 below must be submitted. Failure to submit
all the documentation referred to in this section may result in a submission being
discarded, and not considered for evaluation.
2.5. If responses are not delivered as stipulated in this Section 2.1, such responses will be
considered “late”, and will not be considered for evaluation.
2.6. The NCR shall not disclose any details pertaining to the responses received, to any other
participant, as this is regarded as confidential information.
2.7.

Envelopes must not contain documents relating to any RFP other than the one referred to
in this RFP.

2.8.

The responses to the RFP will be opened as soon as is practical after the expiry of the
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time advertised for receiving them.
2.9.

Only the participants that are short-listed after the evaluation process will be informed of
the results of the submission adjudication process.

2.10. After the evaluation process is completed, the Evaluation Committee may, prior to making
a final selection, draw up a shortlist of participants and require them to make a detailed
presentation to the Adjudication Committee. A minimum of 2 days’ notice will be given to
relevant participants in advance of the presentation date.
3. Timetable
Date

Activity

16/09/2021

Advertisement of the RFP

11/10/2021

Closing date @ 11h00

12/10/2021

Preliminary evaluation

14/10/2021

Evaluations by the Evaluation Committee

25/10/2021

Adjudication Committee meeting

31/10/2021

Appointment

The National Credit Regulator reserves the right to determine the structure of the process, the right
to determine the number of short-listed participants, the right to withdraw from the proposal process,
and the right to change this timetable at any time without notice.
4. Documentation to be submitted
Please Note
All of the documentation described below must be submitted, with no omissions whatsoever.
Where a particular form or format of documentation is stipulated, this is the only form or format in
which these documents must be submitted. Failure to adhere to these requirements may result
in the rejection of the entire submission.

All of the documentation referred to below (in Parts One – Twelve) must be acknowledged
and submitted. For ease of reference and to facilitate the evaluation process, you are
requested to clearly mark each part of the submitted documentation as it is referred to below.
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4.1.

Table of content

Introductory letter by the bidder with authorized contact person and details for this specific tender
4.2.

SBD 1 – should be the completed and inserted after the introductory letter

One – Proposal drafted in response to Terms of Reference
Section 2 of this document below, contains the terms of reference (TOR) for the above mentioned
tender. Bid participants are required to draft a proposal that will clearly indicate to the Evaluation
Committee how they will fulfil the requirements as set out in the TOR.
Bid participants should include the following information when drafting their proposals:
 Proposals should make clear the relevant skills, experience and capacity of the
participant, in respect of this particular TOR. This is an important evaluation criterion. Bid
participants should ensure that their proposals focus on how they will address the
requirements of this TOR, rather than on achievements.
 Proposals must contain the details of the proposed approach to be adopted in order to
deliver the service in accordance with the TOR.
 Proposals should clearly indicate whether or not bid participants have the internal
capacity to meet the requirements of the TOR.
4.3.

Two – Pricing Proposal- SEPERATE ENVELOPE

SBD 3.3 Pricing Schedule together with signed off detailed pricing on the company’s letter head.
They must be completed on the original and signed, all in black ink. Forms with photocopies
and/or other reproductions of signatures may be rejected. Additional information may be added
on a separate page if necessary.
The total price that the participant will charge to deliver services in accordance with the TOR must
be clearly indicated. The pricing proposal should contain sufficient information to allow the
Evaluation Committee to estimate the cost of the service, to a high degree of accuracy.
Please note that a financial proposal must be submitted in a separate sealed envelope together
with your submission. The financial Proposal will be opened once all technical proposals have been
evaluated. This appointment will be made in line with QBS. All prices provided must be inclusive
of Value-Added Tax (VAT). Please note that the prices contained in the pricing proposal are the
only charges that may be levied if the participant’s proposal is successful, unless explicitly agreed
to in writing by the National Credit Regulator, and in terms of the General Conditions of Contract,
no additional cost will be accepted after the bidding documents have been submitted and the tender
closing date has expired. Any cost for additional parts and peripherals needed for the successful
implementation of the project shall remain and form part of the bidding price.
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4.4.

Three – General Conditions and Procedures of the NCR

Annexure B and B1 - General Conditions and Procedures of the NCR. Bid participants must
indicate clearly that they have read this document, and have no objections to being bound by its
contents. In cases where any provisions of the General Conditions and Procedures conflict with this
General Information for Bidders and/or Terms of Reference, the latter will take precedence over
the General Conditions of Contract.
4.5.

Four – Contract Form: Rendering of Services

Annexure C - Contract Form: Rendering of Services. This will only be completed by the successful
bidder once a selection has been made by NCR. Participants do not, therefore, need to complete
this form at the bidding stage but their proposals must clearly indicate that they have read this form,
and have no objections to signing it as is, if selected as the successful participant.
4.6.

Five – Tax status

Annexure D - Please attach CSD showing Tax status
A CSD print out must also be attached.
4.7. Six – Preference Points Claim Form
Annexure E – form SBD 6.1. Bid participants must complete Sections 8 and 9 in full. DO NOT
RETYPE THESE FORMS. They must be completed on the original and signed, all in black ink.
Forms with photocopies and/or other reproductions of signatures may be rejected. ## Please note
that a BBBEE certificate/ sworn affidavit must also be attached to the bid documents. None
submission will result in zero scoring in this competitive bidding process
4.8.

Seven – Declaration of Interest

Annexure F – form SBD 4. DO NOT RETYPE THESE FORMS. They must be completed on the
original and signed, all in black ink. Forms with photocopies and/or other reproductions of
signatures may be rejected.
4.9.

Eight – Declaration of past Supply Chain Management Practices

Annexure G – form SBD 8. DO NOT RETYPE THESE FORMS. They must be completed on the
original and signed, all in black ink. Forms with photocopies and/or other reproductions of
signatures may be rejected.
4.10. Nine – Non-Disclosure Agreement
Annexure H – Non-Disclosure Agreement. Participants must indicate clearly that they have read
this agreement, and have no objections to signing it, as is.
4.11. Ten – Certificate of Independent Bid Determination
Annexure I – Certificate of Independent Bid Determination Participants. They must be completed
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on the original and signed, all in black ink. Forms with photocopies and/or other reproductions of
signatures may be rejected.
4.12. Eleven – SLA draft version for supplier review
Annexure K – SLA draft version for supplier review. The participants must indicate clearly that they
have read this agreement, and have no objections to signing it, as is. If not objections should be
outlined separately in a letter. NB: all the SBD documents can be downloaded from our website https://www.ncr.org.za/tenders-download/current-tenders
5. Evaluation Criteria
Proposals will be evaluated on the 80/20 preference points scoring system: that is, 80% of the
points awarded will be based on price, as indicated in the table below; and 20% of the points
awarded will be based on B-BBEE codes system, allocated as indicated in the table below:
B-BBEE

status

level

of Number of points

Price

contributor

Total maximum points

20

80

Functionality will be evaluated in terms of Section 2 point 10
6. Conflict of interest
Service providers are required to provide services that are professional, objective and impartial.
Service providers must ensure that there is no conflict of interest between existing assignments,
obligations and responsibilities to other clients and the services set out in the TOR. In the event of
any uncertainty in this regard, full disclosure in the submitted proposal should be considered. Nondisclosure of a conflict of interest may be grounds for termination of any contract.
7. Confidentiality agreement
The successful service provider may have access to confidential data or information. The
appointment of a successful bidder is subject to that bidder agreeing to the contents of, and signing,
the NCR’s standard Non-Disclosure Agreement.
8. Contact details
This no-contact policy does not apply to any information deemed to be in the public domain, or
which is readily available from organs of State, which are repositories of such information. All
communications and enquiries/requests for clarification relating to this proposal should be directed
to procurement@ncr.org.za.
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SECTION 2

1. BACKGROUND OF THE NATIONAL CREDIT REGULATOR


The National Credit Act, 2005 (Act No. 34 of 2005), establishes a National Credit Regulator
(NCR). NCR promotes a fair and non-discriminatory market place for access of consumer
credit provides for the general regulation of consumer credit and improved standards of
consumer information, promotes black economic empowerment and ownership within the
consumer credit industry, prohibits certain unfair credit and credit-marketing practices,
promotes responsible credit granting and use, and for that purpose to prohibit reckless
credit granting, provides for debt re-organisation in cases of over-indebtedness, regulates
credit information, provides for registration of credit bureau, credit providers and debt
counselling services, establishes national norms and standards relating to consumer
credit, promotes a consistent enforcement framework relating to consumer credit.



Information and Communication Technology (ICT) is integral to many of the essential
activities carried out by NCR. Moreover, the NCR is adopting a digital technology to
transforms its current services through replacing non-digital or manual processes with
digital processes and replacing older technology with newer digital technology.



The NCR currently has approximately 170 users in its staff establishments situated in two
locations, namely:
i. 127 15th Road, Randjespark, Midrand
ii. 232 125th Road, Randjespark, Midrand



The NCR is adopting a hybrid/co-sourced approach with its ICT unit by using permanent
employees as well as a service provider to offer support, maintenance and application
development services. The NCR currently does not have a service provider and this will
be the first appointment for a 60 month period.
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2. OVERVIEW OF THE CURRENT STRUCUTRE WITHIN THE ICT UNIT
The ICT unit is split into two:


ICT Operations



ICT Project Management



ICT OPERATIONS

The purpose of this sub-unit is to monitor and control the ICT services and the ICT
infrastructure. ICT Operations Management executes day-to-day routine tasks related to the
operations of infrastructure components and systems. The following areas are managed under
ICT Operations:
i.

System support and maintenance:
a. This area focusses on the monitoring and managing the performance and
availability of systems;
b. LAN and Desktop maintenance support are activities performed by on site
technicians to provide direct contact to the judicial officers as well as the
NCR, and therefore are very important for efficient service delivery;
c. Application management and support includes the skills and requirements
for supporting application systems, including troubleshooting, modifying,
maintaining and enhancing legacy systems. Application maintenance and
support also applies to applications running in the production environment.

ii.

Network support and management:
a.

This area focusses on achieving and error free network. Services

provided

by

this

discipline

include

fault

analysis,

performance

management, provisioning of networks and maintaining quality of services.

iii.

Service management:
a.

This area focusses on all the activities involved in designing, creating,

delivering, support and managing the lifestyle of IT services.


ICT PROJECT MANAGEMENT

The purpose of this sub-unit is to acquire, develop, maintain and support all NCR systems.
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The current systems within the NCR are as follows:
i.

ii.

ii.

Systems developed specifically for NCR
a)

IRAS

b)

DHS

c)

Call Centre

d)

DCRS

e)

RMS

Off the shelf system, with modification to suit NCR requirements:
a)

Great Plains

b)

AMS360

c)

SAGE HR and Payroll

There is a system that has been procured by the NCR built on Metastorm which
is not functional. Details of this system will be provided to the winning bidder.

3. PURPOSE:
The purpose of the Terms of Reference (TOR) is to request proposals from prospective service providers
for the provision of ICT skills and resources to provide effective and efficient support services to
all its users and adequate maintenance of the ICT environment for a period of 60 months.

4. SCOPE OF WORK:

Summary of the required services and their frequency requirements are as follows:

No.

Functional Area

Frequency

1.

Project Management Office (PMO)

Ad-hoc

2.

Service Management Office (SMO)

Ad-hoc

3.

Network Management and Support

Ad-hoc

4.

Server Infrastructure and Administration

Ad-hoc

5.

Database Administration and Management

Ad-hoc

6.

Solution Architecture

Ad-hoc

7.

Information Security and Governance

Ad-hoc

8.

Business Analysis and Content Management

Ad-hoc

9.

System / Application Development and Testing

Ad-hoc
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Ad-hoc services refers to reactive support services, whereby the service provider responds by
means of a quotation to request from the NCR to resolve a particular IT issue or render a particular
professional service under a specific functional area.



The role of each area is summarised and stipulated below along with the required competencies,
skills and experience for each role that will be contributing to the fulfilment of that role.



All resources providing services must have the required competencies, skills and experience and
must be able to demonstrate such competencies in terms of the minimum criteria specified:

Job Title

Roles and Responsibilities

Qualifications and Experience

Functional Area – Project Management Office (PMO)

1. Ensure that projects are in line with project management best practice such as PMBOK,
Prince2 or SCRUM (or similar Agile methodology);
2. Ensure effective and efficient budget management in line with financial prescripts;
3. Assist in the identification and prioritization of ICT projects that supports the NCR strategic and
operational objectives;
4. Provision of project management and co-ordination services;
5. Ensure accountability by producing project performance reports; and
6. Institutionalization of best practice project management methodology with standardised
frameworks, processes and procedures.

1 × Project Manager

1. Develop detailed project plans

Qualification

and manage all implementation
processes including resource

1. Appropriate qualification in

allocation, monitoring change

Computer Science or

control process, testing,

equivalent qualification at

documentation, training and on-

NQF Level 6 or higher;

time delivery within budget
constraints;
2. Ensure proper documentation,
communication and regular

2. PRINCE2 or PMBOK
Certification; and
3. Driver’s license and must be
willing to travel.

updates of project risks, issues
and decisions in terms of the
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Minimum Experience

Job Title

Roles and Responsibilities

Qualifications and Experience

defined project methodology to
relevant stakeholders;
3. Manage all phases of project

1. 8+ years in Project
Management of which 5

delivery including business case

years in managing ICT

development, quality

projects.

management, project integration,
stakeholder management,
financial impact analysis, project

Required skills and knowledge

scoping, risk assessment and
monitoring;
4. Coordinate both internal
resources, vendors and solution
providers to enable the execution
of ICT projects;
5. Utilize appropriate verification
techniques to manage change in

formal project management
methodologies;
2. Ability to manage multiple
projects / teams
simultaneously; and
3. Solid understanding of

project scope schedule and

working with Agile projects or

costs; and

the ability to balance Agile

6. Measure project performance

1 x Project Coordinator

1. Strong understanding of

development inside of a

using appropriate systems, tools

larger waterfall / predictive

and techniques.

project.

1. Compilation, distribution and

Qualifications

maintenance of project
documentation;
2. Quality assurance of project
document and reports;
3. Provide administration support
required by the project team;
4. Schedule regular project
meetings and record decisions;
and

1. Appropriate qualification in
Administration or equivalent
relevant qualification of NQF
Level 5 or higher;
2. Certificate in Project
Management; and
3. Driver’s license and must be
willing to travel.

Minimum Experience
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Job Title

Roles and Responsibilities

Qualifications and Experience

5. Assist with on-boarding / offboarding and vetting of project
team members.

1. 2+ years of experience in a
project administration or
coordination role.

Required skills and knowledge

1. Strong communication skills;
2. Strong computer literacy,
especially in the Microsoft
Office products, including MS
Project;
3. A high level of written and
spoken English; and
4. Ability to work in teams,
liaise with people, handle
conflict and to work under
pressure.
Functional Area – Service Management Office (SMO)

1. Oversee the service desk, request, incident, problem, asset, release and change management
for all divisions including the National Office.
2. Ensure that incidents and problems logged are resolved by team members within the required
responses and resolution times.
3. Outline service strategy, design, transition, operation and continual improvement in line with
ITIL framework.
4. Set up, installation and life cycle management of end user equipment.
5. Provide support and maintenance for all functional arears i.e. Network, server and application
support.
6. Provide after-hours or “Standby” remote services from 16:30 to 20:00 every week and from
8am to 5pm on weekends and public holidays.
7. Provide after-hours or “standby” remote if a need arises.
8. Ensure availability of 95% and the mean time to repair (MTTR) of four (4) hours;
9. Provide real time management reports and information as when required.
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Job Title

1 × Service Desk Agent

Roles and Responsibilities

1. Log all relevant

(First Line Support

incident/service request

Engineer)

details within prescribed time
period, allocating

Qualifications and Experience

Qualification

1. Appropriate qualification in
ICT NQF5 or higher.

categorization and
prioritization codes.

Minimum Experience

2. Provide first – line
investigation and diagnosis
3. Ensure that a detailed activity
history is entered into each
call.
4. Ensure adherence to the Call

2. Basic experience within a
networking support or

Processes and Procedures.

support environment.
3. Must be able to use all

efficient communication

Microsoft Office

between the business and

Equipment

6. Conduct customer/user

Required Skills and knowledge
1. Customer service

satisfaction call-

2. Communication skills

back/surveys.

3. Ability to learn quickly

7. Communicate with users –
keeping them informed of
incident progress, notifying
them of impending changes
are agreed outages, etc.
8. Administer user profiles and
access rights.
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support environment.

software and hardware

the customer.

Technicians

experience within an IT

Lifecycle Management

5. Provide professional and

2 × Senior IT Support

1. 3+ years of relevant

1. Review incident data to
analyse assigned problems.

4. Troubleshooting/problemsolving skills
5. Ability to work under
pressure
6. Adaptability
7. Teamwork skills
8. Interpersonal skills

Qualifications and Minimum
Experience

Job Title

Roles and Responsibilities

Qualifications and Experience

2. Investigate assigned
problems through to

1. Appropriate qualification

resolution or root cause

in ICT NQF6 plus 3 years

3. Escalate incidents/service

of relevant experience.

requests that cannot be
resolved within agreed

OR

timescales.
4. Keep users informed of
progress.
5. Close all resolved incidents,
requests and other calls
6. Assess risk, identifying
critical service and system

2. Grade 12 plus A+ , N+
and MCSA or equivalent
with at least 5+ years of
relevant experience
3. Driver’s license and must
be willing to travel

dependencies and defining
and implementing

Required skills and knowledge

countermeasures.

1. Basic server support

7. Ensure that all system and
operating documentation and
knowledge is up to date and
properly utilized.
8. Provide desktop hardware
and software support.
9. Installation of printers.
10. Install and configure new

DHCP)
2. Solid networking
knowledge (TCP/IP, ISO
network layers)
3. Office 365 knowledge /
MS Office
4. Exchange Mail

applications and related

5. Routing knowledge

server software.

6. Wireless network

11. Provide transversal system
support e.g. BAS and Persal

experience
7. End-user support

and custom developed

including application /

systems e.g. JYP, Court

systems support

Online and other systems.
12. Support testing and ensuring
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(Active Directory, DNS,

8. Desktop /Laptop Support
9. Understanding of

effective use of UAT

systems analysis and

environment.

front-end systems

Job Title

Roles and Responsibilities

Qualifications and Experience

13. Assist in the implementation

analysis and front-end

of the backup strategy for
systems hosted locally.

systems troubleshooting
10. Understanding of user

14. Maintain backups of all

acceptance testing in

systems and system

systems development

documentation.

processes

15. Record, track and resolve
any operational issues or
software defects reported by
the users.
16. Assist in the rollout of new
applications and upgrades.
17. Liaise with other
stakeholders and developers
in troubleshooting as well as
testing and implementation of
any software fixes or updates
for problems resolutions.
18. Management and oversight
of technicians.
Functional Area – Network Management and Support

1. Management and enhancement of the converged communication platform.
2. Management of the LAN and WAN including all related components i.e. Unified
Communication Systems (UCS) and WAN optimization devices.
3. Administration of the security components (firewall, proxy, VPN, patches, authorization and
authentication services)
4. Management of installation and life cycle management network equipment and application
software.
5. Network planning and capacity management.
6. Ensure availability of 95% and the mean time to repair (MTTR) of four (4) hours;
7. Proactive network monitoring to prevent network failure.
8. Ensure network is available 24×7×365
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Job Title

Roles and Responsibilities

Qualifications and Experience

1 × Network Engineer

1. Implement and apply active NCR

1. Appropriate qualification at

adopted network security

NDF 6 or higher plus 5+

controls and governments

years of relevant experience

including but not limited to

with a valid networking

firewall rules, access control

professional certification in

around overall design, quality,

routing, switching and

and technical standards.

wireless such as CCNP or

2. Participate in the development of

equivalent.

the technology roadmaps and
infrastructure direction.

OR

Participate in ICT projects as and
when required.

2. Grade 12 plus 10+ years’ of

3. Provide advanced technical

experience with a valid

expertise, oversight and

networking professional

accountability for resolution of

certification in routing,

outages, service level issues and

switching and wireless such

other events in partnership with

as CCNP or equivalent.

operational support teams and

3. Driver’s licence and must be

service providers.

willing to travel.

4. Installation, configuration and
maintenance of network
equipment.
5. LAN / WAN support and
maintenance.
6. Respond to logged incidents and
requests.
7. Implementation of changes as
per change management policy.

Required skills and knowledge:
1. Relevant knowledge as
stipulated above in areas
such as (but not limited to)
LAN/WAN switching and
routing implementation and
operation with specific
knowledge of VLAN, VPN
and MPLS networking. QoS
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Job Title

Roles and Responsibilities
8. Liaise with 3rd party service
centers and engineers as
required.

Qualifications and Experience
and LAN traffic management
techniques.
2. IT infrastructure, TCP/IP,

9. Monitoring and analysis of the

networking and information

network traffic and investigate

systems security principles,

anomalies.

practices and technologies.

10. Responsible for technical queries

3. Core internet routing

regarding network and

protocols and services such

connectivity issues.

as (but not limited to) BGP.
4. Networking services such as
(but not limited to) IPSEC,
L2TP, QoS, DHCP and NAT.
5. Switching services such as
(but not limited to) STP,
VLAN, Switch Stacking.

Functional Area – Server Infrastructure and Administration

1. Installation, configuration, support and maintenance including enhancement of the physical,
virtual and cloud (Azure) server infrastructure environment;
2. Installation, configuration, support and maintenance of all existing back office (back-end)
applications;
3. Installation, configuration, support and maintenance of the storage infrastructure and related
hardware;
4. Provide effective infrastructure capacity planning for the server (physical, virtual and cloud) and
storage infrastructure;
5. Back-up administration an system recovery;
6. Provide 24/7/365 support and maintenance on the service (physical and virtual) and storage
infrastructure;
7. Enable 98.8% up time on server environment;
8. Proactive monitoring of the performance of the server environment.
1 x Server Engineer

1. Provide support and
management aspects of server
and storage infrastructure

1. NQF Level 6 coupled with 5+
years relevant experience in
management of the Storage
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Job Title

Roles and Responsibilities

Qualifications and Experience

operations such as the Microsoft

and Server (Physical and

platforms.

Virtual) infrastructure

2. Apply governance and security

including Windows

controls around overall design,

Environment with:

quality, and technical standards

a. Valid Microsoft

related to the server and storage

Engineering

infrastructure.

Certificate such as

3. Design, install, configure, and

MCSE or equivalent;

optimize the server environment

b. Valid N+ certificate or

and related components, and

equivalent;

ensure that the infrastructure is

c. Virtualization

configured according to

Certificate such as

specifications and best practice;

VMware VSphere or

4. Management of the physical,
virtual and cloud (Azure)

equivalent;
2. A valid driver’s license and

infrastructure and ensure that

willingness to travel

software updates or patches are
installed;

OR

5. Provide server administration
including advanced network

3. Grade 12 certificate coupled

configuration and windows

with 10+ years relevant

firewall and security

experience in management

configuration;

of the Storage and Server

6. Provide Anti-Virus administration

(Physical and Virtual)

and deployment across servers

infrastructure including

and desktops;

Windows Environment with:

7. Deploy and maintain supporting

a. Valid Microsoft

infrastructure for Virtual

Engineering

platforms such as VMware and

Certificate such as

Hyper-V;

MCSE or equivalent;

8. Deployment, maintenance and
management of the storage
infrastructure that connected to

b. Valid N+ certificate or
equivalent;
c. Virtualization
Certificate such as
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Job Title

Roles and Responsibilities

Qualifications and Experience

Hypervisor and standalone

VMware VSphere or

platforms;

equivalent;

9. Proactive monitoring of the
server (physical and virtual) and

4. A valid driver’s license and
willingness to travel.

storage infrastructure including
related components;
10. Ensure best practice
configuration is adhered to;
11. Coordinate, install, configure and

Required skills and knowledge:
1. Administration of the
Windows environment such
as Active Directory (AD),

manage all Windows systems

DNS, DHCP, WSUS and File

and servers which include Active

Server;

Directory, DHCP, DNS & File
Servers;
12. Maintain and implement on the
group policies;
13. Ensure proper account

2. Knowledge and experience
on Virtual platforms such as
Hyper-V or VMware;
3. Administration of the
messaging platform

management of the Active

(Microsoft Exchange and

Directory;

Mimecast);

14. Maintain the Microsoft Exchange
and Mimecast environment and
ensure availability of emails;
15. Ensure proper provisioning of
servers and storage space on
the infrastructure;
16. Develop and implement
procedures for the entire
environment;
Perform backup and recovery of all
systems.

4. Knowledge or LAN / WAN,
and Firewalls;
5. Solid knowledge of server
support (Active Directory,
DNS, DHCP);
6. Solid networking knowledge
(TCP/IP, ISO network
players);
7. Office 365 knowledge / MS
Office suite;
Administration of the backup and
system recovery tools such as
(but not limited to) Veritas
Backup Exec and Veema.
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Job Title

Roles and Responsibilities

Qualifications and Experience

Functional Area – Business Analysis and Content Management

1. Management of the Systems Development Cycle (SDLC);
2. Responsible for defining, designing, testing and implementing new software applications;
3. Creation of database driven systems and the acquisition of third party development software;
4. Documentation and storage of the NCR’s processes and identification and analysis of
processes or improvement;
5. Development of business cases, URS, BRS for project initiation and training manuals;
6. Refining the web content management solution, adapting it to new requirements; and
7. Responsible for training users on newly developed systems.
1 x Business Analyst

1. Facilitate JAD sessions to extract
requirements with multiple

Qualifications & Minimum
Experience:

stakeholders;
2. Effectively analyse and

1. Appropriate ICT Degree or

document customer journeys

equivalent in Computer

and map into features, user

Science or Informatics

stories and sprint tasks;

qualification preferably with

3. Communicate these needs

an Information Systems

clearly and effectively to both
business and technical

focus at NQF Level 6;
2. Diploma or certificate in

stakeholders;
4. Document business processes,

Business Analysis;
3. 3+ years of experience in a

business requirements; business

Business Analysis or similar

cases, test plans and test cases;

role; and

5. Train users on newly developed

4. A valid driver’s license and

systems;

willingness to travel.

6. Document systems and training
manuals;

OR

7. Guide testing efforts with end
users;
8. Conduct User Acceptance
Testing; and
9. Identify production and nonproduction application issues
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1. Grade 12 certificate coupled
with 5+ years of relevant
experience in full systems
lifecycle, from analysis,

Job Title

Roles and Responsibilities

Qualifications and Experience

and escalate to the Application

through to design, build and

Development team.

implementation; and
2. A valid driver’s license and
willingness to travel.

Required skills and knowledge

1. Strong knowledge and
experience in BPMN;
2. Good understanding of
SDLC development
methodologies i.e. Agile;
3. Advanced SQL language;
4. Self-starter with excellent
written and verbal
communication;
5. Self-motivated inclination
and willing to challenge the
status-quo;
6. Software design and
analysis;
7. Software support and
maintenance;
8. Process improvement; and
9. Ability to conduct training
and user acceptance testing.
1 x SharePoint
Administrator

1. Build, customize and update
SharePoint sites for each

Qualifications & Minimum
Experience:

business unit;
2. Implement design changes to the

5. Appropriate ICT Degree or

current site to enhance visual

equivalent in Computer

appeal;

Science or Informatics
qualification preferably with
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Job Title

Roles and Responsibilities

Qualifications and Experience

3. Identify and implement an

an Information Systems

improved navigation and site
design;

focus at NQF Level 6;
6. Diploma or certificate in

4. Implement functional changes to
the site as per user requests and

Business Analysis;
7. 3+ years of experience in a

NCR corporate identity;

Business Analysis or similar

5. Create and manage shared
folders;

role; and
8. A valid driver’s license and

6. Maintain and monitor existing

willingness to travel.

SharePoint sites; and
7. Upload content on all

OR

communication platforms as
requested.

1. Grade 12 certificate coupled
with 5+ years of relevant
experience in full systems
lifecycle, from analysis,
through to design, build and
implementation; and
2. A valid driver’s license and
willingness to travel.

Required skills and knowledge

1. Strong Microsoft SharePoint
configuration and
development skills;
2. Technical understanding of
SQL and general database
concepts;
3. Ability to create standards
documents, data design
documents and system
diagrams; and
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Job Title

Roles and Responsibilities

Qualifications and Experience
4. Knowledge and strong
experience in areas such as
(but not limited to) MVC,
ASP.NET; JQuery,
JavaScripts, HTML, HTML 5,
CSS.

Functional Area – Database Administration and Management

1. Organize data to ensure compliance, security and performance of data-driven applications;
2. Control access to the NCR’s production databases;
3. Manage procedures for backup and recovery of data;
4. Ensure data integrity and privacy;
5. Management of the provisioning of new databases;
6. Management and monitoring of existing databases and their related resources.
1 x Senior Database
Administrator

1. Installation, configuration and

Qualifications

upgrading of Database server
software and related products;
2. Optimize performance, such as

1. Appropriate ICT degree or
equivalent in Computer

server memory allocation, file

Science or Engineering or

fragmentation and disk usage;

Informatics qualification at

3. Establish and maintain sound

NQF Level 6 or higher;

backup and recovery policies

2. Microsoft Certified (e.g.

and procedures;
4. Implement and maintain
database security;
5. Setup and maintain

NCSE: Data Management
and Analytics or similar); and
3. A valid driver’s license and
willingness to travel.

documentation and standards;
6. Provide database availability and

Minimum experience

maintenance including process
management, job management,

1. 5+ years of experience in

space management, automated

database administration role

backups and automated

within a Microsoft driven

restores;

technology environment
including SQL Server
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Job Title

Roles and Responsibilities
7. Monitor and plan database

Qualifications and Experience
Integration Services (SSIS),

growth and changes (capacity

SQL Server Reporting

planning);

Services (SSRS) and SQL

8. Work as part of a team and
provide 24x7 support when

Server analysis Services
(SSAS).

required; and
9. Troubleshooting database errors.

Required skills and knowledge

1. Knowledge of database
administration and
automation tools such as
(but not limited to) SQL
Server Management Studio;
2. Sound knowledge of RDBMS
concepts, database
architecture and SQL/T-SOL;
3. Sound knowledge of SQL
server profiler for monitoring
and troubleshooting
database activity and
performance;
4. SQL backup and restore;
knowledge;
5. Strong knowledge in
mirroring, replication and log
shipping; and
6. MS Azure knowledge.
Functional Area – Solution Architecture

1. Translating logical designs into physical designs, taking account of business requirements,
target environments, processes, performance requirements, existing systems and services and
any potential security-related aspects;
2. Interfacing with designers and planners from external suppliers and service providers, ensuring
all external IT services are designed to meet their agreed service levels and targets; and
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Job Title

Roles and Responsibilities

Qualifications and Experience

3. Assuming technical responsibility for IT standards, policy and design for all significant projects
or major application areas, assisting with the impact assessment and evaluation or major new
IT design options.

1 x Solution Architect

1. Perform a major role in the

Qualifications

selection of any new IT
infrastructure or technology
solutions;

1. Appropriate ICT degree or
equivalent in Computer

2. Collaborates with all relevant

Science or Engineering or

parties in order to review the

Informatics qualification at

objectives and constraints or

NQF Level 7;

each solution and determine
conformance with the EA;
3. Create and maintain IT design

2. Valid certifications in
recognised frameworks such
as TOGAF, Zachman;

policies, roadmaps, philosophies

3. Azure Certification and

and criteria, covering all areas

4. A valid driver’s license and

including connectivity, capacity,

willingness to travel.

interfaces, security, resilience,
recovery, access and remote

Minimum experience

access, and ensuring that all
new services meet their service
levels and targets;
4. Work with project / program

1. 8 – 10 years relevant
industry experience of which
at least 5 years within the IT

management teams to design

Architecture / Enterprise

solution roadmaps aligned to the

Architecture field.

strategic requirements of the
department and through which

Required skills and knowledge

the solution can be implemented
across all phases of the initiative
life-cycle (ideation through to

infrastructure to cloud

implementation);

environments;

5. Provide advice and guidance to
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1. Mitigation from on premise

2. Strong knowledge and

management on the design and

experience in methodologies

planning phases of IT systems,

such as SDLC, Togaf,

Job Title

Roles and Responsibilities

Qualifications and Experience

to ensure that requirements

Zachman, SOA, Object

(particularly capacity, recovery,

Orientation and Webservices

performance and security needs)

/ ESB / Middleware;

are reflected in the overall
specifications;
6. Design secure and resilient

3. Strong knowledge and
experience in technical
competencies such as

technology architectures that

Microsoft Office Products, IT

meet all the current and

Architecture, Project

anticipated future IT

Management, Unified

requirements for the NCR; and

Modelling Language (UML)

7. Ensure that the design of all
processes, roles, responsibilities
and documentation is regularly

and Rational design toolset
application;
4. Ability to adapt to constantly

reviewed and audited for

changing environment and

efficiency, effectiveness and

quickly build understanding

compliance.

of business and IT context /
landscape;
5. Ability to work under
pressure in terms of strict
deadlines and complex work
environments;
6. Drive own delivery of
projects to meet deadlines;
and
7. Ability to professionally
present Architecture to
various different forums.

Functional Area – Information Security and ICT Governance

1. Provide ICT Governance and Cybersecurity services;
2. Provides protection from legal liabilities arising from the inaccuracy of information or lack of due
care in information protection or even non-compliance with regulation;
3. Provide assurance on policy compliance by helping in reducing uncertainty in business
operations and provide more predictability;
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Job Title

Roles and Responsibilities

Qualifications and Experience

4. Ensure that a framework exists on how to optimize allocations of limited security resources;
5. Provide assurance that decisions are based on correct information; and
6. Provide a foundation for effective risk management, incident management, and process
improvement.
1 x Specialist
Cybersecurity

1. Providing security advice during

Qualifications

the development stages of
software systems, networks and

1. Computer Science Degree

data centres and implementation

NQF Level 7 or National

of solutions;

Diploma NQF Level 6 in

2. Search for and identify
vulnerabilities and risks in
hardware and software;
3. Manage and monitor any attacks
and intrusions;
4. Recognize the potential threat or
attempted breach by closing off
the security vulnerability;
5. Monitor all security technologies
and systems such as firewalls
and malware protection;
6. Design various strategies and
defensive systems against
intruders;
7. Maintain IT security controls

Information Systems or
equivalent;
2. Certified Ethical Hacker
(CEH) or;
3. Certified Information
Systems Security
Professional (CISSIP) or;
4. Computer Hacking Forensic
Investigator (CHFI) or;
5. Practical knowledge of NIST
Cybersecurity Framework
(NCSF) and or Certification;
and
6. A valid driver’s license and
willingness to travel.

documentation;
8. Recognize security gaps in ICT

Minimum experience

deployments and prepare an
action plan;
9. Suggest recommendation, create

1. 5+ years relevant experience
in Cybersecurity.

security policies and ensure they
are implemented with support

Required skills and knowledge

and mitigation during
implementation;

1. Well-versed with various
security tools such as Burp

28 | P a g e

Job Title

Roles and Responsibilities

Qualifications and Experience

10. Work in close coordination with

Suite, Nmap. Nessus

the stakeholders and other
groups related to Cyber Security

Qualys, Metaspoilt, etc.;
2. Have an in-depth

related matters;

understanding of

11. Gives consolidate reports and

vulnerabilities management

compare multiple vulnerabilities

systems and common

and different automated tools;

security applications;

12. Conducts threat and risk analysis

3. Practical knowledge of

and provides essential

network security, application

suggestions;

security, cloud security;

13. Perform search, testing,

4. Fully understanding if

evaluation, or security controls;

cybersecurity threat

14. Advice on cybersecurity matters
and assist the technical team in

landscape;
5. Practical knowledge of

the continuous improvement of

network protocols, code

cybersecurity posture through

vulnerability, database

research and development;

security;

15. Establish knowledge base for

6. Security protocols and

cybersecurity matters and assist
in the design and implementation

standards; and
7. Good understanding of

of cybersecurity defences; and

technologies, operating

16. Participate in the provision of

systems, messaging, and

cybersecurity awareness.

collaboration, knowledge of
cloud technologies.

Functional Area – Systems / Applications Development

1. Responsible for defining, designing, testing and implementing new software applications that
meet business needs;
2. Develop business systems based on business requirements; and
3. Work closely with the Business Analysis team for requirements clarification.
1 x Lead Developer

1. Follow and advocate for Agile
software development framework
in projects;
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Qualifications and Minimum
experience

Job Title

Roles and Responsibilities

Qualifications and Experience

2. Comply with project plans and

1. Appropriate ICT degree or

industry standards;

equivalent in Computer

3. Server as a subject matter

Science or Engineering of

expert;

Informatics qualification at

4. Determine operational feasibility
by evaluating analysis, problem

NQF Level 7 or higher;
2. 5+ years of software

definition, requirements, solution

development experience

development, and proposed

which includes application

solution;

front and back-end design,

5. Provide guidance to the team in

maintenance and delivery in

the execution of full lifecycle

Java or C# or VB including

software development;

Web and mobile architecture

6. Ensure design follow business

design and development;

specifications;
7. Document and demonstrate

and
3. A valid driver’s license and

solutions by developing

willingness to travel.

prototypes, flowcharts, layouts,
diagrams, charts, code comment

OR

and perform code reviews; and
8. Improve operations by

1. Grade 12 Certificate with 10+

conducting systems analysis,

years of experience in

recommending changes in

software development which

policies and procedures.

includes application front and
back-end design,
maintenance and delivery in
Java or C# or VB including
Web and mobile architecture
design and development.

Required skills and knowledge

1. Knowledge and experience
in Azure and CRM
Dynamics;
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Job Title

Roles and Responsibilities

Qualifications and Experience
2. Strong knowledge and
experience in areas such as
(but not limited to), Micro
Services, Docker, Swarm,
Kubernetes, Containers,
WPF and WCF, .Net Core,
RESTful services, Silverlight;
and
3. Testing frameworks for APIs.

1 x Business Analyst

1. Facilitate JAD sessions to extract
requirements with multiple

Qualifications and Minimum
experience

stakeholders;
2. Effectively analyse and

1. Appropriate ICT degree or

document customer journeys

equivalent in Computer

and map into features, user

Science of Informatics

stories and sprint tasks;

qualification preferably with

3. Communicate these needs

an Information Systems

clearly and effectively to both
business and technical

focus at NQF Level 6;
2. Diploma or certification in

stakeholders;
4. Document business processes,

Business Analysis;
3. 3+ years of experience in

business requirements, business

Business Analysis or similar

cases, test plans and test cases;

role; and

5. Train users on newly developed

4. A valid driver’s license and

systems;

willingness to travel.

6. Document system and training
manuals;

OR

7. Guide testing efforts with end
users;
8. Conduct User Acceptance
Testing; and
9. Identify production and nonproduction application issues
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2. Grade 12 Certificate with 5+
years of relevant experience
in full system lifecycle, from
analysis, through to design,
build and implementation.

Job Title

Roles and Responsibilities
and escalate to the Application

Qualifications and Experience
Required skills and knowledge

Development team.
1. Strong knowledge and
experience in BPMN;
2. Good understanding of
SDLC development
methodologies i.e. Agile;
3. Advanced SQL language;
4. Self-starter with excellent
written and verbal
communication;
5. Self-motivated inclination
and willing to challenge the
status-quo;
6. Software design and
analysis;
7. Software support and
maintenance;
8. Process improvement; and
9. Ability to conduct training
and user acceptance testing.
2 x Software
Developers

1. Conduct software analysis,
programming, testing and

Qualifications and Minimum
experience

debugging;
2. Write well designed, testable,
efficient code;
3. Integrate software components

equivalent in Computer
Science or Engineering or

into a fully functional software

Informatics qualification at

system;

NQF Level 7 or higher;

4. Develop software verification

2. 5+ years of software

plans and quality assurance

development experience

procedures;

which includes application

5. Document and maintain software
functionality;
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1. Appropriate ICT degree or

front and back-end design,
maintenance and delivery in

Job Title

Roles and Responsibilities

Qualifications and Experience

6. Contribute in all phases of the

Java or C# or VB including

development lifecycle;

Web and mobile architecture

7. Ensuring design follow

design and development;

specification; and
8. Preparing and producing

and
3. A valid driver’s license and

releases of software

willingness to travel.

components.
OR

4. Grade 12 Certificate with 10+
years of experience in
software development which
includes application front and
back-end design,
maintenance and delivery in
Java or C# or VB including
Web and mobile architecture
design and development.

Required skills and knowledge

1. Knowledge and experience
in Azure and CRM
Dynamics;
2. Knowledge and experience
in Web and Mobile
development platforms;
3. Strong knowledge and
experience in areas such as
(but not limited to), Micro
Services, Docker, Swarm,
Kubernetes, Containers,
WPF and WCF, .Net Core,
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Job Title

Roles and Responsibilities

Qualifications and Experience
RESTful services, Silverlight;
and
4. Testing frameworks for APIs.

1 x System Tester

1. Review functional specifications
from Business Analysts;

Qualifications and Minimum
experience

2. Create test plans and cases;
3. Perform front end functional
testing of applications;
4. Collaborate closely with the

1. Appropriate ICT degree or
equivalent in Computer
Science or Engineering or

team, identifying, logging,

Informatics qualification at

prioritizing and verifying defects;

NQF Level 6;

5. Track all defects logged;
6. Execute regression tests in
preparation for go-live; and
7. Carry out exploratory testing to
identify any possible issues that

2. 3+ years of experience in
testing systems;
3. Strong skills in business and
system design;
4. Strong background of

might have been overlooked

systems testing processes;

during regression testing and

and

functional testing.

5. A valid driver’s license and
willingness to travel.

Required skills and knowledge

1. Analytics and logical
application of concepts;
2. Thorough understanding and
mapping of business
situation;
3. Understanding individual
components of the system
and how they interact with
each other under given
circumstances; and
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Job Title

Roles and Responsibilities

Qualifications and Experience
4. Understanding of DevOps
and Agile to promote the
collaborative working
environment.



There are some resources that the NCR requires for a stipulated period in order to perform
urgent functions. These are priority resources. The bidder is to provide estimations for the
following priority resource categories. They are to be deployed to the NCR within 1 month
of contract signature. The duration refers to the initial period that these resources will be
required for during the 5 year contract duration:

ICT Resource
Cyber Security Specialist

Duration
12 months

Network Engineer

3 months





Server Engineer

3 months





Lead Developer

12 months



Business Analyst

12 months



Solutions Architect

12 months







Key Responsibilities
Assess NCR ICT systems and environment;
Recommend solutions;
Wherever possible, assist with trouble-shooting
and implementation of recommendations within
the stipulated 12 month duration
Assess NCR ICT systems and environment;
Recommend solutions;
Wherever possible, assist with trouble-shooting
and implementation of recommendations within
the stipulated 3 month duration
Assess NCR ICT systems and environment;
Recommend solutions;
Wherever possible, assist with trouble-shooting
and implementation of recommendations within
the stipulated 3 month duration
Perform duties on NCR projects, including preproject activities (initiation phase)
Perform duties on NCR projects, including preproject activities (initiation phase).
Perform duties on NCR projects, including preproject activities (initiation phase).

i. Information on and access to the NCR environment will only be provided to the
winning bidder
ii. Information on the NCR projects and expected project responsibilities will only
be provided to the winning bidder
iii. The Key Responsibilities column defines the main duties that the resource will
perform. There may be other responsibilities added which will be discussed with
the resources
iv. Bidder should provide for possible extension of the above durations based on
progress of the work
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v. Performance contracts of the ICT resources will be agreed upon, monitored
and evaluated. Poor performance could affect payment and this will be
highlighted in the Service Level Agreement with the winning bidder.


The bidders must also give pricing based on hourly rates as per the following table and
the retainer approach. NCR will assess and decide on the most costs effective approach.

Service Number

ICT Resources

Project Management

1 x Project Manager

Office (PMO)

1 x Project Coordinator
Sub-total

Service

1 x Service Desk Agent

Management Office

(First Line Support

(SMO)

Engineer)
2 x Senior IT Support
Technicians
Sub-total

Network

1 x Network Engineer

Management and

Sub-total

Support
Senior Infrastructure

1 x Server Engineer

and Administration

Sub-total

Business Analysis

1 x Business Analyst

and Content

1 x SharePoint Administrator

Management

Sub-total

Database

1 x Senior Database

Administration and

Administrator

Management

Sub-total

System / Application

1 x Lead Developer

Development and

1 x Business Analyst

Testing

2 x Software Developers
1 x System Tester
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Year 1

Year 2

Year 3

Year

Year

(Incl.

(Incl.

(Incl.

4

5

VAT)

VAT)

VAT)

(Incl.

(Incl.

VAT)

VAT)

Per

Per

Per

Per

Per

hour

hour

hour

hour

hour

Sub-total
Solution Architect

1 x Solution Architect
Sub-total

Information Security

1 x Specialist Cyber Security

and Governance

Sub-total

GRAND TOTAL
Other related costs
not mentioned
above
BID TOTAL



There are some additional key responsibilities that will be required of the resources once
on boarded. These include the following:
o

The priority resources are to assess the NCR system built on Metastorm that has
been procured but is not yet functional. These resources will be required to:

(1) Review the system software, hardware and project documentation
(2) Document their findings and provide recommendations on what will be required to
complete the system in order to get it functional.

The details of the system will be provided to the winning bidder.
o

Selected resources are to participate in the NCR ICT Steering Committee Meetings
and NCR ICT Operational Committee Meetings. These are scheduled to take place
monthly or quarterly.

o

All assessments and work done by all the resources are to be documented for filing
and handover purposes, and given to the relevant NCR personnel for sign-off.

5. EVALUATION AND SELECTION CRITERIA

The NCR has set minimum standards known as gates, which are minimum standards that
bidders need to meet in order to be evaluated and selected as a successful bidder.
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Functionality Requirements:

No

Criteria

Weighting
Factor

1.

EVIDENCE OF TRACK RECORD FOR PROVISION OF SIMILAR
SERVICES:

Bidders are required to provide a list of at least 3 sites with signed
contactable references in the letterhead as written testimonials
describing the track record in terms of Network Management and
Support, Service Management Office (SMO), Server Infrastructure and
Administration, System / Application Development and Testing (at least
three of these areas per reference letter).
The following should be taken into account:
a) Minimum size based on the number of users and complexity of the
sites;
b) Size of organisation;
c) Period of the contract;
d) Value of the contract; and
e) Contact details of the reference.

1. More than three (3) signed reference letters with more than three of
the above of which System / Application Development and Testing
must be one of the services = 5 points
2. Three (3) signed reference letters with minimum three of the above
of which System / Application Development and Testing must be
one of the services = 4 points
3. Two (2) signed reference letters with minimum three of the above
services = 3 points
4. One (1) signed reference letter with minimum three of the above
services = 2 points
5. Signed reference letters submitted with less than three of the above
services = 1 point
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20

No

Criteria

Weighting
Factor

6. No references letter attached = 0 points
2.

Pricing schedule:

15

1. Bidder provides pricing for all the priority resource requirements
and hourly-based pricing for all the resources; bidder confirms
that they can deploy the priority resources in less than 1 month
from contract signature date = 5 points
2. Bidder provides pricing for all the priority resource requirements
and hourly pricing for all the resources; bidder confirms that they
can deploy the priority resources 1 month from contract
signature date = 4 points
3. Bidder provides pricing for some of the priority resources and
hourly pricing for some of the resources; bidder confirms that
they can deploy the priority resources more than 1 month from
contract signature date = 3 points
4. Bidder provides pricing for only the priority resources = 2 points
5. Bidder provides only the hourly resource pricing = 1 point

3.

TURNAROUND TIMES

15

The bidders’ must indicate the proposed turnaround time and availability
of team members once a service call is logged:

1. Up to 24 hour turnaround time = 5 points
2. 24 – 48 hour turnaround time = 4 points
3. 48 – 120 hour turnaround time = 3 points
4. 120 – 240 hours and greater turnaround time = 2 points
5. More than 240 hours turnaround time = 1 points
6. No mention of the proposed turnaround time = 0 points

4.

BIDDERS’ CURRENT CAPACITY AND EXPERIENCE OF THE TEAM
The NCR’s objective is to appoint strictly South African service providers,
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20

No

Criteria

Weighting
Factor

companies or entities as well as to promote and advance the employment
of South African citizens.

The proposal should include capacity statement (in terms of how many
resources, qualification and experience) in the following area as defined
in this the TOR:
Project Management Office (PMO)
Service Management Office (SMO)
Network Management and Support
Server Infrastructure and Administration
Database Administration and Management
Solution Architecture
Information Security and Governance
Business Analysis and Content Management
System / Application Development and Testing

The bidder has sufficient and more available resources with
competencies, qualifications and more than experience than specified in
point 4 on the TOR = 5

The bidder has sufficient and available resources with competencies,
qualifications and experience that meets the requirements specified in
point 4 on the TOR = 4

The bidder has available resources with competencies, qualifications
and experience less than what is indicated in point 4 on the TOR = 3

5.

ASSESSMENT EXPERIENCE
The bidder is to indicate the experience that the priority resources
(Cyber Security Specialist, Network Engineer, Server Engineer, Lead
Developer, Business Analyst, Solutions Architect) to be assigned to the
NCR have in
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10

No

Criteria

Weighting
Factor

(a) assessing ICT environments and systems (whether or not they are
operating),
(b) providing assessment reports
The assessment experience could be in the form of audits,
investigations, quality assurance exercises or any other form as long
as they are formal assessments with accompanying reports. The
proposal should indicate what assessments were done (summarised
format) by the resources.

The proposal is to include the assessment and development of
assessment reports of environments and systems.

The proposal is to indicate the approach that will be taken to assess
the environment and systems and report on them.

All the priority resources have assessment and reporting experience;
proposal indicates the experience of the assessments and reporting
previously done; proposal makes mention of the approach to be taken
to assess the NCR ICT environment and systems; Some / all of the adhoc resources have assessment and reporting experience = 5

All the priority resources have assessment and reporting experience;
proposal indicates the experience of the assessments and reporting
previously done; proposal makes mention of the approach to be taken
to assess the NCR ICT environment and systems = 4
3 – 5 of the 6 resources have assessment and reporting experience;
proposal indicates the experience of the assessments and reporting
previously done; proposal makes mention of the approach to be taken
to assess the NCR ICT environment and systems = 3

Less than 3 of the resources have assessment and reporting
experience; proposal indicates the experience of the assessments and
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No

Criteria

Weighting
Factor

reporting previously done; proposal does not make mention of the
approach to be taken to assess the NCR ICT environment and systems
=2

None of the resources have assessment and reporting experience;
proposal does not indicate the experience of the assessments and
reporting previously done; proposal does not make mention of the
approach to be taken to assess the NCR ICT environment and systems
=1

Proposal makes no mention of assessment and reporting experience;
proposal makes no mention of the approach to be taken to assess the
NCR ICT environment and systems = 0

6.

BIDDERS’ OWNERSHIP

20

The NCR’s objective is to promote transformation in the economy
through the procurement of goods and services from companies and
businesses which are majority owned by women.

Scoring
1. Between 80%-100% Women Owned = 5 points
2. Between 60%- 79% Women Owned = 4 points
3. Between 50%-59 Women Owned = 3 points
4. Between 40%-49 Women Owned = 2 points
5. Below 40% Women Owned = 1 point

Total

100

Bidders are required to score a minimum of 70% points on functionality to qualify to be evaluated in
the next level (BBBEE and price). Bidders who do not score the minimum of 70% points on
functionality will be disqualified and not be evaluated on price and BBBEE.
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ADDITIONAL INFORMATION


Brief company profile, as relevant to the above mentioned terms of reference.



Experience in the relevant areas.



Clientele.



A proposal including methodology



Confirmation that the proposed team members will in fact be available to undertake this exercise
at the appropriate time and meet the necessary deadlines.



The proposal should contain a work plan, showing tasks, timelines etc.



Contact details of at least three references from amongst recent clients with whom similar work
has been conducted in the past.





Certificate of incorporation / legal status.
o

Company registration documents

o

Certified copy of directors identity documents

o

Certified BBBEE certificate

Financial proposal.
o

Detailed pricing on the company letter head, the total cost must link to SBD 1 attached.

o

NCR prefers a fixed rate for two years.

o

All costs associated with the project should form part of the bidding proposal

NB: Bidders must also submit a proof of registration on the central database system. (National
Treasury system)
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